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Abstract: Attackers dynamically register domain names through the domain generation algorithm (DGA) to support mal-
ware activities. The continuous evolution of malicious domain names leads to the phenomenon of concept drift, render-
ing the existing detection techniques based on continual learning models less effective over time. To address this threat,
by combining conformal prediction and conformal clustering, a foresee future DGA using proactive conformal propaga-
tion (CPDGA) was proposed. Experiments were conducted using datasets of malicious and benign domain names from
2019 to 2023. CPDGA was applied to mitigate the effect of concept drift. As a result, the impact of concept drift was ef-
fectively reduced. The detection accuracy was improved by 20.4%. Additionally, CPDGA achieves an accuracy rate of
96.42% in detecting the domain names generated by 13 latest adversarial models, showing its strong robustness and
adaptability.
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decidemanager.com google.com
mrmonopol.de baidu.com

Hartromboblood.club youtube.com
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4.2 1T CPDGA E B S EFHIRE

AATEIR T CPDGA TE il % =38 44 Y il U 1
(A 2 PE o AR S M 2019—2023 4F i 4 1 % 75 4 44
HOHE  BEALIE R 10 000 M FEAS . 7555 52 1 RE
RBAT RS U AR HEAL )5, {8 F t-SNE 47 %
Y. 2019 FEHIEARAE NI i, T 4 1
I3 A s 2020—2023 AF (1) HOHE A Sy sk g a4
WSt B TN X3, DGA 344 1 U B 45 SR an 1) 3
FiR e BUEIRIER RN plE, BT A5 5125
EM—SEMR . BUERE, p s, RniZa
SN GRE s — B0 s 5R, 50 ZREE AR
P

BEIE (pfH)

20194 o o at
© 20204F :

0.800
0.733
0.667
0.600
0.533
0.467
0.400
‘\ﬂ 0.333
0.267
0.200

(a) 20204 BRI T LG
Bia#E (pft)

“20194F
© 20224F

0.800
0.733
0.667
0.600
0.533
0.467
0.400

AT
-

0.333
0.267
0.200

(0) 202245 AR A T 45 R

B I (] (RIHERE 3948 BRI 20 AT 20 R AE AR
b, FEARBRERE, R4 4 A L2 TR 2
FREA L, XOEMESER IR SR, A, AR
D, SIREE —RIPE R BRI #. X
KB BRHANAER T BT 280, SEEHES
FIZEY B KRk, BRI R AR ok
Fe, 5 R X oA A RE 2 3.

BT 2019 4 VI 25 10 205 5038 4 i L 70 A
RUR IR, 2020—2023 4 (1 P B8 H0 0 76 To0m) v [l
WAFIFEEE . WSRO, A SCVPEAS T T
96 BB 6 S B2 4R A (2020—2023 4E) IR AR 7 o
RE 1. SRR, 2020 4% 4 B0 1 78 5 R

BasE (pfif)

“20194F
0 20214F

0.800
0.733
0.667
0.600
0.533
0.467
0.400
0.333
0.267
0.200

BieiE (pfE)

“20194

0.800
0.733
0.667
0.600
0.533
0.467
0.400

0.333
0.267
0.200

(d) 202347 ERLIA Tl 45 4

K3 DGA A BT e FE 45 R
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¥ 46 %

N 95.1%, 2021 4E N 91.2%, 2022 4E AN 71.0%,
2023 44 77.6%. CPDGA £ Tl A ok 4 43 B A< J7
HER T — @A, R TIA MR EE A
REAE AL 7 B 2 W AR IRRAE A, ARERARSR T BRI =
. XL T ARG R A T, R
7~ | CPDGA il W & =R e A R 7. S8, 7
w2 N RS, RPA SRR E—E
YIS T AR o
4.2.1 HEREE

T VAL CPDGA B He A ZH R 43 o 3% 5k
Ak vERE R, ASCRTE 7 RN RL SR . S
A% FH T 12019 4F 10 000 4> B 38 44 7058 &35 44
MR R, W8 )6 2 A 2023 4 [E ALtk X
12 500 > R PEFIG = Ik 44

ASCHE T 4P FIBLE A, S 528
CPDGA J H 2B AN R HUE R A . HLARTC & A1
SER A RUTR

1)CPDGA (52%)

CPDGA {34 CP fll CC 2 Mz O H,  REE 45
A P A A AT S R I A . TE T
6 P AL eh, i ] 5 58 CPDGA R4S I Y ff 2R 3 ik
BE, JUHAERER (DT, decision tree) A v,
HERIAE] T 78.0%.

2) %R CP

ZHCE LB T CP#AY, UARE CC. LK CP
Ja, R INAER RS N R, JUIHAE L R A b
(LDA, linear discriminant analysis) £ H i& N 1 55
(AdaBoost, adaptive boosting) 7/ |, #EHf %y
BIRFE T 1.6% F12.2%.

3)EkRCC

ZEE 2B T CCHigy, R CP. %R CC
i, BEARAER RN E, {H I 58 % CPDGA B%
k. 7EDT FRFEBEESR T (XGBoost, extreme gra-
dient boosting) B, R EE T 1.2% A1 1.1%.

4)EBCPACC (B4

B E e EBRCPRICC, RAME S M)W 18
AR INGETE o A B0 1 20 Tk 44 G ) 2 P A ) 4
K EEAK, JoHALDAN DT ARG, iR AL
N 49.0% F157.6%, FHLLTEHEE CPDGA T2 10%.

KIPRILERLE REY, CPDGATENTA 6 Ff
RS 38 R B B R AT e 77, LR 7E DT B
R, WERA AL F] 78.0%. F:Fk CP B CC #4r#h4>
SEEMERE A BT IR, RERRIE LB E S,
BR L E AR T o2 B . ARG v DA I HERf 2 i
SR, EM T CPDGA 7£ B % 238 42 46 AT 55
IERTE N
4.2.2 CPDGA 3% GotbmiAE R 14 48 0 32 7+

AR T XGBoot. LSTM. Ffifll##k (B-RF)
AT CNN 4 Ff 5 F (1) DGA A& A7, fd ] 2019 4
(1 355 44 H0 0 o) I e A AT U SR, VRS EATTAE
2019—2023 FF A T =W 4 I PERE, Wk 4~3R 7
Fim. R AT TR, XA R K
B AR AFL 4 HN 2019—2023 5 4F K [%.
I B BRI HERS , Sl AR R A 2 v] R 2
B R PRSI REE LT I o A, vk
LRk 42 W SR I B

N7 k1Al CPDGA 7E I A Sfe % 2 158, 44
T3 TR 50 Al s T4 21 2 3 4 s AN
B, ARCEF6 PG ML IR, B
LDA. DT. XGBoost. RF. GBDT #ll AdaBoost,
HWE 4P ZRIm st fr b, T IR 1%
EIAEAE, BB ARAE AT A B SR B I
B B2 FME A KINN AL e s b e I g8 26
3Rl H TR SR B (GMM, Gaussian mixture
modeD) A= 1) 3 5 BAEAF U SRR s 56 4 Bl
CPDGA A= 1) 3 s B I 254 o IR U] ply A
Ja B4y (2020—2023 4F) HFEALIEFE 2 500 4
T A4 A R ek 44 A

=3 THRR IO
WiReS LDA DT XGBoost RF GBDT AdaBoost
{§i ] CPDGA (58%) 59.2% 78.0% 76.4% 71.8% 72.0% 75.4%
R CP 57.6% 75.2% 74.1% 69.5% 70.3% 73.2%
ZFrCC 58.5% 76.8% 75.3% 70.2% 71.1% 74.3%
B CcPAICC 49.0% 57.6% 58.8% 61.4% 60.4% 62.8%
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=4 20192023 FEFTEHZENER XGBoost A

PERERE RN
A HERR LiTES EIEES F1 5%
20194 79.04% 94.89% 62.40% 75.29%
20204 75.85% 93.87% 56.52% 70.55%
2021 4F 78.16% 64.80% 41.85% 50.85%
20224 68.86% 63.02% 43.41% 58.79%
2023 4 68.02% 51.39% 22.23% 31.04%

=5 20192023 FEGTEEEZRNES LSTM A

PERERE RN
exl) HERA LiTES =IEES F1 434
20194 83.14% 99.99% 83.18% 90.82%
2020 4% 85.00% 92.95% 76.48% 83.92%
2021 4 80.37% 72.85% 43.44% 54.42%
20224F 73.06% 79.85% 63.35% 70.65%
2023 4 60.53% 74.06% 20.80% 32.48%

6 2019—2023 FEGEEIH A KNIEE B-RF #Y
HREETIFN

b fHidiES RS EECiEzs F1 734
20194 80.01% 91.95% 66.79% 77.38%
2020 4F 77.19% 90.97% 61.54% 73.41%
2021 4F 73.75% 51.69% 42.43% 46.61%
20224 66.50% 85.06% 41.91% 56.15%
2023 4 64.46% 42.02% 25.79% 31.97%

RT 20192023 FEGEEE A RMAER CNN Y
M EERTTIER

Ay TR KRR FEmEd F1 435
20194F 95.97% 99.98% 100.00% 99.99%
2020 4 90.81% 91.30% 98.64% 84.12%
2021 4F 87.04% 89.88% 80.17% 82.16%
20224F 85.24% 88.64% 72.11% 81.18%
2023 4 84.84% 83.24% 70.46% 80.89%

AFh g s HER R R S Fin . “2019—2020”
T Al P 48 5 B4 A I 2R SR A 2020 418 4
AR IR ZE ;. “KNN — 20207 7518 F KNN 4

) B 3k A B A D I 2R S A I 2020 43844 3L
PEIERE ;. “GMM— 2020”7 Fxf8 FH GMM 4= i
{18 2% i 3 44 BBUHR 1R D9 U R B A T 2020 435 44 K4
[FIHERI %, “CPDGA— 20207 Fn{# ] CPDGA 4
S HR) 8 3 A HE A D I 2R S A T 2020 A 38044 3
P HERF R

M4 £ 8 [ SEIG 45 B, DT AR NIERbAAY, fd
FHKNN B, A 2023 47355 44 1) HE B 2R 35 R A T 5
LT 2.4%; i GMM I, &l 2023 4E 48 44
(1T B 2R TR e AR (8 FH SRV R R T 2.4%. Stk
ANF], K CPDGA B, Al 2023 4R350 44 () HERf 22
FHECRAE BRI R 5 T 20.4%. X —45 R,
CPDGA 1t DGA 3, % £ Wl 4T 55 0 A5 8T % 0L 1
KNN flGMM B A &3 1.

WAk, R 3 R EVEAE AT LA R IR T BN
HIR, BEEEFENHPIERR TR, ]
VAR T IR0 A TS BBl 9 B LA, Rk o8
A7 T AT BRI TN X k. X ARG R T AL
PR TH) 6 50 23 A AR AL J PR, Rl R AE AT
EMRER SN T . R, T 20234, CP-
DGA F4F HAth 2 FhBIE B 7 B3 I RE IR T
ARSI — 45 R/ T 2019 45 2023 F 54 2
[F) 2 2 (TSRS, AR RIS S BB R A AU
XPIXFPARAL, NI ECAER R KR R, seitah )
], CPDGA M#: T KNN M GMM, 7E N 6 A &
EARN RIS SR G N, IS R S &
WIS fe e i &, JF HR A AUE B ARG R
A4, ERW] T CPDGA 78K 3G I F 45 v (1)
AT RRE R AN S A .

4.2.3 CPDGA *f St #t AR AL 4 68 69 4= A

AT 5 M S S R T I A A AR (A
I5 44 6 A A HAGDetector0, 3 TR AF 148,44 ¥
TR FANCIN., T R84 43 9 n-CBDCP 1,
BEF A A3 ) SO AT A M AR B TR-IDF2, 2
T 2 0 2% (1) K I A% 70 ResNet!™)  33E4T 71 % B S
5o WSRO PR, X 5 AMEERY 1Sl VA ff 26 [ ()
BT, XSRS IR A .
T AR P FTIU VA i i T 2 o R T e oK) 28 5K T
IR 2 N . thah, {8 CPDGA A it 4L
EAE I ZR A BEAT A I B, A D A 6 B 5 e e
JEH R AERT I 2023 4 (PSR A B, SR AR
HER RIS R T BRI AT HAGDetector 15
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%*=8 HEETEME AN E R NE LN TR T
ifﬁiﬁﬁ?ﬁ LDA DT XGBoost RF GBDT AdaBoost
2019—2020 83.4% 79.6% 85.4% 86.0% 81.8% 82.4%
KNN—2020 83.0% (1 0.4%) 79.4% (1 02%)  70.8% (1 16.8%)  70.4% (| 15.6%)  66.2% (| 15.6%)  66.4% (| 16.0%)
GMM—2020 87.4% (14.0%)  90.4%(110.8%)  89.6% (T 4.2%) 88.6% (1 2.6%) 87.4% (1 5.6%) 87.2% (1 4.8%)
CPDGA—2020  87.8% (T 4.4%) 82.6% ( T 3%) 87.4% (12.0%)  90.6% (14.6%)  82.6%(10.8%)  83.0%(16.0%)
20192021 66.6% 77.6% 76.4% 77.6% 76.2% 78.4%
KNN—2021 71.2% (1 4.6%)  632% (1 14.4%) 58.8% (1 17.6%) 58.6% (1 19.0%)  55.8%(1204%)  55.8% (| 22.6%)
GMM—2021 72.2% (1 5.6%) 73.4% (| 4.2%) 73.2% (| 3.2%) 70.8% ( | 6.8%) 70.2% ( | 6.0%) 71.6% (| 6.8%)
CPDGA—2021  69.0% ( 1 2.4%) 82.2% (1 4.6%) 82.6% (1 6.2%) 84.6% (1 7.0%) 85.2% (1 9.0%) 81.4% (1 3.0%)
2019—2022 73.2% 80.4% 79.4% 81.4% 81.0% 75.0%
KNN—2022 52.6% (120.6%)  482% (1 32.2%)  49.0% (1 304%)  50.0%(l31.4%)  49.4%(|31.6%)  48.2%( | 26.8%)
GMM—2022 54.0% (1 19.2%)  52.6% (127.8%) 51.8% (] 27.6%) 50.8% (l30.6%) 50.8% (] 30.2%) 51.8% (| 23.2%)
CPDGA—2022  75.6%( | 2.4%) 83.4% (1 3.0%) 87.2% (1 7.8%) 85.6% (1 4.2%) 85.2% (1 4.2%) 79.2% (1 4.2%)
20192023 49.0% 57.65 58.8% 61.4% 60.4% 62.8%
KNN—2023 65.2% (116.2%)  55.2% (| 2.4%) 51.8%( | 7.0%) 52.6%( | 8.8) 51.2% (1 9.2%) 55.2%( | 7.6%)
GMM—2023  59.8% (110.8%)  60.6% (13.0%)  604%(11.6%)  52.6% (l8.8%)  57.6%(l28%)  582%(!4.6%)
CPDGA—2023  59.2% (110.2%)  78.0% ( 120.4%)  76.4% (T 17.6%) 71.8% 72.0% (1 11.6%)  75.4% (1 12.6%)
=9 HETRAHNE LN TR
1igiiiﬁ§?§ HAGDetector" FANCI!7 n-CBDCPY TE-IDF52 ResNet!*?!
2019 — 2020 89.8% 75.1% 77.5% 92.1% 91.9%
CPDGA—2020 92.1% (1 2.3%) 78.6% (1 3.5%) 81.6% (1 4.1%) 94.6% (T 2.1%) 93.2% (1 2.8%)
2019 — 2021 85.4% 73.8% 74.2% 90.4% 85.4%
CPDGA—2021 91.2% (1 5.8%) 76.3% (1 2.5%) 78.7% (1 4.5%) 93.6% (1 3.2%) 88.6% (T 3.3%)
2019 — 2022 80.5% 69.4% 78.6% 81.2% 83.1%
CPDGA—2022 86.3% (1 6.3%) 74.6% (T 5.2%) 80.5% (1 1.9%) 89.7% (1 8.5%) 87.6% (1 4.5%)
2019 — 2023 70.8% 60.9% 64.2% 84.5% 82.9%
CPDGA—2023 85.1% (1 14.3%) 78.6% (1 17.7%) 79.6% (1 15.4%) 90.2% (1 5.7%) 89.2% (1 6.3%)

BAE S T 143%, H% T FANCI B 8 42 = 1
17.7%, HH#E T n-CBDC AR 7 1 15.4%, FHAEL
T TE-IDF #E RV 5 1 5.7%, AH%CT ResNet 15 U4
BT 6.3%. X —45 R 5 &GN AT I &5 R —
i, HEBIRUE T CPDGA AR T 5B A AR I s 75
HAEBENRHE.

IR BF SR, CPDGA A i i $ i vl LA 2%
RN BRI ILG, FRERTH & b m R A AL % B
MBI A RS RS, B IE R T AR
28 Ko 2 FH HH 9 0 AR R

4.3 CPDGA MR E g8 IR0 ITAE

T CPDGA 75 8 5 38 44 A il v 5 oK i k- 1
MR fiae 11, ARSIl T e A o HasE
A BRI A A RO . AR R M BR SRR
TR M AL, BRI AL S S i 13
ST HURSE R A S 4 2 A, B ek 42 B A il ik
M Tranco HE44 11T B /3 1A X Hh BEATLIE R 3R A3

ARSCRF A3 Bl PUEB R AT T — RPILLR,
I CPDGA 5 4 i s 26 a3k iR I S0 i3k 47 1 e
Bo SEIERMEF 0/~ ELRES, %
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5 S BIREE 5%, MEAE SRR 95%.
X B R A A AT 2 2K = AR AR, e
AR UF MUV AG R 2 AR JT o FESEBRR A, Il
SRR T AR D, R T BN R SR R AT
T I XA 2, AT AR s R,
TR E B A PR A L 2 SRR IS B 4 i) il
MEER, 112 10 o, CPDGA E K IR sk 7 A=
PRI T TR R4 . BRI &, B ekl 13 Fh
XU B (1 8 Foft BT A BRI 4k 4 B R BT N R .
XK, CPDGA TE A2t 2 ot Hrast 14 A= pl 119 %
BIARN BA—E s, Rl rE 8 Mk e Bk
(ARSI PR AT T B R . R TEAS I L R
SR PR (SCRR[27]. SCHR[S4]. SCHR[S5]. XX
BR[561F1 SCHR[42]) B, CPDGA 3 B #H ifh 1 F
HAGDetector 1 TF-IDF, {H HAS I A 7 SRk ik
90%. K, CPDGA 7EXJ 14 M & 3 44 h i v e
BT RIFHNZAGRE RIS PE, BEWE A RUNXNT £ Fi
RIS PUAE U

F10  HpTHAHAMRBERN AR R S A2
FEBERE

POETI HAG

[51] [52] [53]
B Detection™ n-CBDC TF-IDF"“ ResNet”” CPDGA

SCHR[27]  94.00% 5830%  50.80%  52.60% 93.58%
SCHR[40]  52.00% 50.00%  52.00%  50.00% 90.74%
SCHR[41]  66.00% 57.90% 62.40%  42.10% 95.47%
SCHR[42]  89.00% 72.90%  99.60%  54.60% 96.42%
CHR[S4]  96.00% 50.30%  62.70%  85.30% 85.63%
SCHR[SS]  53.00% 50.00%  94.50%  52.30% 91.89%
SCHR[S6] 85.00% 85.80%  96.40%  50.00% 94.21%
HR[S7]  59.00% 58.00% 61.10%  42.00% 92.00%
SCHR[S8] 74.00% 66.40%  79.60%  42.10% 86.53%
ICHR[S9]  65.00% 54.30% 50.80%  50.00% 92.21%
HR[60]  76.00% 50.00% 57.70%  57.30% 91.79%
CHR[61]  61.00% 50.90%  51.10%  50.00% 90.74%
SCHR[62]  81.00% 53.10%  57.30%  50.00% 95.26%
5 HRiG

AL BT MR S A A R, AR
LML SR 2 Wk 20RY, 2 BRI B 5 I 18] 1 HE
Wiz HAGMEAS . ik, ASCHRM 7 —Fplk+
— AR 1 DGA $5k 44 E B 51k

TEXF 2019—2023 4= 1) % = 35k 4 B0 AT i &
ER M T, CPDGA B iR i % 5 sk 44
IIATIITETERFAE o AR SCVEAE R AR A% v
AT RERE, METEMS B, EEEs
6 I A T 2R A T B T 9A 20.4%. i i CPDGA
S ek A AR R G L, FEOR T HAE X B R
K60 7 T PR O S R R, R ARSI 13 g5 e B
3542 I de e HE TR R T 3K 96.42% . IR 926 45 SR A
433U T CPDGA 75 % 2 35 44 B 1 =6 30 5 480 77 T
BHBEARE, Y AMS TG RIEE )
X
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